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Virtual Hosts Disaster Recovery Plan

Elcaywyn

To mAdvo autd peletd tnv nepimtwon PAABNG mou ennpedlet Toug Virtual Hosts kalt tov tpomo

eNavadopag TWV ELKOVIKWY KLNXOVWVY KOL UTINPECLWV TTOU UTtootnpilouv.

AkoAouBoUv yevikég TAnpodopieg, Stadikacieg katl péBodotl APng avtypadwy aodaleiag kabwg
emionc kal KaBopLopdg Tou Xpovou avakapng aAld kot potepatdtntag avakaudpng avaloywe pe

TIG KPLOLUEG AELTOUPYLEG TTOU EKTEAEL KABE ELKOVLKN pNXaAVY).

3TN ouvéxela akoAouBoUv ta oevdpla ou PeAETA auto to Disaster Recovery Plan (DRP) kaBwg kat

TO TIPOTELVOUEVA BripaTta yLa avakoppn Twv cuoTnUATwy.

“Our Disaster Recovery Plan
Goes Something Like This...

ZUVTONOYPUPIEG

DRP Disaster Recovery Plan

VM(s) Virtual Machine(s)

VH(s) Virtual Host(s)

LVM Logical Volume Manager

VG Volume Group

ISCSI Internet Small Computer System Interface
TSM Tivoli Storage manager

OoTY Ouada Texvikng Yrootnpténg
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TFevika

A. KaBoplopog PoOAwv-Appodiotitwv

Mo tnv anoteAecpatikotepn edappoyn tou Disaster Recovery Plan (DRP), Bswpeltal 6tL n avabeon
TWV POAWV Kal 0PpUOSLOTATWY OE MePITWon edappoyrc Tou MAGvVoU autoU Baaciletal otov mivaka
guBuvwv OTY KaBwWE KoL 0TNV TAYLO TIPAKTLKA KOG yla avTikatdotacn. H edappoyr tou DRP kabwg
KOlL Ol CNUAVTIKECG amodaoelg ou Ba AndBouv yla tnv avakapyn Twv UNNPEcLWY Ba TPENEL val
gival mpoouppwvnuUéVeC Pe Tov cuvtovioth Tng OTY, A Kal to mpoedpeio av kplBel anapaitnto anod

Tov cuvtovLloth tng OTY.

B. KaBoplopnog xpovou avakapudime Kat avTLoTOLLoT) AELTOVPYL@OV YLX

TPOTEPALOTION O] AVAKAUYTC
Mo tnv anoteAeopatiky edbappoyr Tou TAGvVoU autou, Ba mpEmeL apxLlkd va amodoolotel o

ETUSLWKOUEVOC XpOvog avakopdng. Adyw tng blaitepng dUoNG Twv UNMNPECLWY OAAA KL TNG
dlattepdtnTog TG Kabe unnpeoiag o xpovoc avakapdng dtadépet kat Baoiletal otnv dtafabuion
KPLOLUOTNTAG cUCTNUATWY (Mivakag KpLolpwy ZUoTnUATWY) TToU TIPOKUTITEL ATIO TOV TvaKa
euBbuvwv OTY.

Jopudwva pe tn SLaBABULON AUTH TO CUCTUATA KOl UTtNPECLEG UE BaBUO > 5 Oa TPEMEL va £Xouv
avakapPel evtog 1 nuépag (24 wPEeG), EVW TA UTIOAOLTOL CUCTILATO LKPOTEPNG KPLOLUOTNTAG EVTOG
3 nuepwv f lag eBdopadag. O xpdvog autog Ba Kpivetal avaloywe o KABOe mepimtwaon amno tov
unevBuvo epappoyng tov DRP, cupdwva pe Toug mopouc ou Ba €xel otn S1aBeon Tou yla thv
ovakaudn Twv CUCTNUATWV.

JUVETIWC KaTA To oXeSlaouo tou DRP Ba pmopouloe va emihexOel pe aodAAela we EMELWKOUEVOG
XpOvog avakapng o eAdxlotog anattovpevoc, SnAadn 1 nuépa, evw mapdAAnAa pUmopoUpe va
0plOOUHE WG PEYLOTO AVEKTO XpOVO avakapung yla To GUVOAO TWV CUOTNUATWY KOL UTINPECLWY TNV

1 eBSopdada (5 epydoLueg).

TuotAuata MéyLotog xpovog avakapdng

ZUOTAHATA KOL UTtNPEGIEG LE BaBud 1 nuépa (24 wpeg)
KplowotnTag > 5
ZuoTtrpata Kot UTtnpecieg pe BaBuo 3 nuépeg (72 wpeg) - 1 eBdopada (5 epydoipeg LEPECS)

KPLOLHOTNTOG < 5

ISlaitepn onupacio kKatd tov KaBopLlopod Tou Xpovou avakapng npenel va §o0el kat oto
XPOVO Tou pecoAafel amd tnv ekdNAwaon TNG KAtaotpodrg LEXPL KaL TNV Evapén tng ebapuoyng Tou

DRP. 210 (610 xpoviko Slaotnua mpenel va StepeuvnOei kat va amodpaoloTel n avaykaldtnta XprRong
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EVOANOKTLKWY EYKATOOTACEWVY oTa MAdiola ebpapuoyng tou DRP. T T meplmTwon mou HeAETAUE
ETUAEYETOL WG KEYLOTOG XPOVOC yla TN AN Tne mapandvw anodaonc ol 4 wpeg. MapaAAnia
TiBeTal w¢ XpovIko SLaoTna-0ToX0C yia TN Suvatotnta ¢hofeviag Twv CUOTNUATWY OF
EVAANQKTIKEG EYKOTOOTAOELG OL 4 EBSOUASEG, 0TN SLAPKELD TOU oTtoiou Ba TpEMEL va £XOUV
AOKATOOTAOEL MARPWC OL KUPLWG EYKATACTACELC KOl Vo elval o€ B£on va pLhofevrioouy Kal TaAL Ta

ouoTuaTa.

I. Kevtpwkn) vtodoun storage
310 MAAvo auTo Bewpeital edopévo OTL TOUAAYLOTOV piat oo TiG UTTOSOUEC YLa storage sival og

Aettoupyia Kat 8ev peAeTdTOL TO EVOEXOUEVO eMAVAPOPAS TWV UTINPECLWY storage, kaBoTL adopd
AGAANV untnpeotia kal n emavadopd Twv UTINPECLWY TIPEMEL va avadépetat DRP tg untnpeoiag
ouUTNG.

Meletatal OpwWE W oevApLo N MLBavoTNTa MPORARUATOC ) OAKNC KATAOTPOPNG EVOG K’ TWV

urtoSopwv storage Kat n emavadopd TwV UNNPECLWY o€ AAAN urtodopr storage.

A. Mpootacia 8sdopévwy kat p£0odoL ANYPmc avtiypa@wv aoc@aiiog
210 MAGvVo auTo Bewpeital 6eSopévo OTL Ta TPEXWV avTiypada acdalelog TwV CUCTNUATWY TTOU

ennpealovrtal kalta dedopéva toug eival adikta kot Sltabéaiua.

H AQPn twv avtypadwy Baciletal oto TSM Backup policy, ev 0 SLOXELPLOTAG TNG KABE ELKOVIKAG
punxavng, oAAQ Kat o SLaxelplothg tng Kabe unnpeoiag Ba mpémnel va Staodalilel otL ta avtiypada
oaodaleiag AapBavovral og TaKTA Xpovika Staothpato wote va e€aodaliletal n umapén

avTlypadou OAWV Twv MPOohaTWY OAAAYWV.

M£0080L AYM¢ avTLypa@®wV ao@aAeiag
Mo katw avadépovrtal ol péBodol ANYPng avtypadwv achpaleiog anod tig VMs kat toug VHs.

i. Ewovikéc unyavéc kat Sedouéva (Virtual Machines)
Onw¢ avad£pOnke KoL TILO TAVW 0 SLOXELPLOTAG TNE KABE ELKOVIKNG LNXOVAC, AANG KoL O
Slaxelplotic g kaBe unnpeoiag Ba mpénel va Stachaiilouvv otL Ta avtiypada achaieiag
AapBavovtal og TAKTA XPOVLKA SlaoThpata wote va e€aodaliletal n Umapén avilypddpou OAwv Twv
Mpoochatwyv aAaywyv. e KABE eLKOVLKN UNxavr eival KaBrnKov Tou SLaxXeLpLoTH TNG LNXOVAG N
gykataotacn kal Sltapopdpwon tou TSM yla tnv e€aodalion avtiypadwv achaleiog pe Tig
npoodateg aAlayeg ota dedopéva Tng unxavig. O SLaxelploThg TN KABe unnpeoiag os cuvepyaoia
ME ToV SLAXELPLOTAG TNG UNXavhG Ba mpémel va BeBatwBel oTL yia ta dedopéva TwV UTINPESLWY TIOU
xelpletal, Aappavovral ta anapaitnta aviiypada achaieiog.
H AN twv avtypddwv achaleiag yia ta Sedopéva HEoa amo TIG ELKOVLKEG LNXavES Baciletal oTo

TSM Backup policy.
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il. Virtual Host kat sdouéva

1. Avtiypaga ac@areiog SeSopévwy eEummpetn )
‘Ooov adopd Toug VHs kot Ta dedopéva Toug, SV EXEL KATAOTEL TPOC TO TAPOV AVAYKN yLa

EKTETAPEVN UTapEn avilypadwy acdaAeiag. Ma okomols OUWE LEYAAUTEPNG TAXUTNTAG
enavadopdg TWV ELKOVLKWY PNXavwV o€ mepimtwon PAABNG, kabwg Kat yla eAaxLotonoinon Tou
XpOvou avakapng Aoyw AavBoopévng 1 Un EVNUEPWHEVNC TEKUNPLlwoNG, amodacioTnke OTwe yLa
KaBe cvotnua dnuoupyolvtal avtiypada acpaleioag yia toug urtokataroyouc /etc/libvirt/ kat
[etc/lvm 6mou undpxouv dAa ta configuration files mou adopolv TIG ELKOVIKEG UNXOVEC , TO storage
koL To LVM configuration.

To avtiypado auto yivetal cupdwva pe To TSM Backup kat to Schedule: CS_BACKUP_SERVERS_DAILY.

2. Avtiypapa acparsiag twv VMs images (raw space)
JUpdWvVA PE TNV TTOALTIKA SNULOUPYLOC ELKOVIKWY UNXOVWY TIPOTEIVETOL OMIWG XpNotpomnoleital LVM

logical volume (raw space) yta tnv eykatdaotacn. O xwpog autog mibavo va Bploketal ot 2

tomnoBeoisg otov VH:

/ dev/VMvgLocal/ (Local storage disk tou VH)

/dev/ VMvgRemote/ (Remote storage disk, iscsi storage infrastructure)

Mo kK&Oe pnxavn €xeL yivel mAdavo dnuloupyiag avtiypadwy aodaleiag (LVM snapshot) twv images
autwv ava 2 efdouddeg otoug VH nmou e§unnpeToUV TIG UNNPEGIEG TOU TUAKOTOC Kal ava 4

eBdopadeg otoug VH mou e§unnpetolv peUVNTIKOUG OKOTIOUG.

To avtiypado autod pmopei va xpnolponolnBei avetaptnta os onotodnmote VH Kal pe xpron tou
teAeutalou avtiypadou acdpalelog Twv SESGOUEVWV TNE ELKOVIKAG LNXOVIE LTOPOULE VA EXOUUE EVal

TIANPEC KAl EVNUEPWHEVO avTlypadO TNG ELKOVIKNEG LNXAVAC.

H xprion twv images Twv Unyovwyv KoL n EMAVA@OPA TOUC EVaL KATL EVIEAWC VEO TTOU TPWTN
@opa dokiualetal otnv unodoun Uag. e Kade mePIMTWON, AV AMOTUXEL 1) EMAVOEPOPA TOU
image, yio tnv emavagopda tne VM da akoAoudnBouv ta Bnuato emava@opac onwc eav NTav
physical unyavn, dnAadn ue eykataotaon amo TNV apxn Kol Emava@opa Twv SeS0UEVWY Ao

T0 backup.
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LEVAPLA KATAGTPOPT)G

Mo KATW UEAETOUVTAL KATIOLO CEVAPLA KATOOTPOPHG, OTIOU BETOUV EPLKEG 1) OAEG TLG UNXAVEG
Kamolou VH £KTO¢ Aettoupyiag. ITa osvVAPLO QUTA CUYKEKPLUEVOTIOLOUVTAL OL JNULEG KoL TOL BrpaTa

Tiou Ba mpémet va akoAouBnBoUuv yla avakopn Twv pnxovwy.

Yevapuo 1: VHost Hardware Failure
310 0evApLo auTo pehetatal n PAGBN oto hardware evog VH kal ta Bripato mou mpémneL va

okohouBnBouv os kABe mepimtwon EgxwpPLoTA yLa TNV avakaudn T LnXovAag A Ty avakopdn Twv
ELKOVIKWV LNXOVWV TIOU eEUTINPETOUOE.
I ————————

2e ka¥9e Ula a0 TIC TTILO KATW TJTEPUTTWOELC TIPETTEL CUUPWVA UE TOV TivaKka ouvtripnonc
UAlkwy, kadwce kat tnv nepiodo eyyunonc twv VH vo yivetal aueon emikowvwvia UE TNV
ETALPELA TTIOU TTOPEXEL CUVTHPNON OTN UNYAVN YL GUECH QVTIKATAOTHGN ToU mpoBAnuatikou

hardware.

O Virtual Hosts elvat epobiacpévol pe RAID controller kat 0o Siokoug pe configuration RAID 1. 3e
niepimtwon BAGBNG mpémel wg mpwto PApa va yivel €heyxoc eav to mpofAnua odeiletal o
nipoBAnuatikd dioko. Edv eivat poévo o évag amd toug 2 iokoug xalaopévog unopei va adalpebet
ord To array oUTWE WOTE VA YIVOUV oL ammapaiTnTEG EVEPYELEC YLO EMOVEKKIVNON TNG LNXOVAC. Edv

Sev elval duvarth n emOvVeKKivnon Tou €€UTINPETNTH, TOTE LoXVOUV TO TILO KATW.

E‘
-
m-

/etc/libvirt : 6Aa ta configuration files mou agopolv TIG ELKOVIKEG UNXAVEC Kal To storage
/etc/lvm: 6\ ta configuration files mou adopolv to LVM configuration

/dev/VMvgLocal: Local storage disk tou VH (repi\apBavopévwv OAWY TwV ELKOVIKWY LNXAVWV TTOU
ATav anoBOnKeUEVEG OTOV XWPO AUTO)

/dev/ VMvgRemote: Remote storage disk, iscsi storage infrastructure (meptAappavouévwy OAwv
TWV ELKOVIKWV HNXOVWY TIOU ATOV amoBnKEUUEVEG OTOV XWPO QUTO)

BApata snavadopdg:
BApa 1°: Restore /etc/libvirt kat /etc/lvm
BApa 2°: >Updwva pe to kepdhato «KabBoplopdg xpovou avakapPng KaL avIlotoiylon AELToupyLwy

yla tpotepatomnoinon avakappng» mou avadepOnke Lo mavw evtomniovial oL LNXOVEG IOV TTPETEL
Va EMOVEKKLVI|OOUV EVTOG TNG NUEPAC KAL TIPOTEPALOTIOLOUVTAL.

BApa 3°: KaBoplopdc tou xwpou yia erovadopd twv unxovwy. H enavadpopd propet va adopd
gite VMs mou Atav otov tomnko dioko tou VH (/ dev/VMvglLocal) ite VMs mou ftav otov
arnopakpuopévo Sioko (iscsi) tou VH (/ dev/VMvgRemote)
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Nepintwon 1: Enavadopd and to /dev/VMvglLocal og aGAho VH

BApna 1°: AnupoUpynoe ta Logical Volumes yla kdBe pnxavr otov véo VH pe:

lvcreate -L <size>GB -n <name> VMvg<>

BApa 2°: Kdve restore to image TN unXavig Ue:

dd if=/vm-backup/<host>/vm_backup.gz | gzip -c -d | dd of=/dev/ VMvg<>/destination_Iv
BAuna 3% Avtéypale to /etc/libvirt/gemu/{guestname}.xml amno restore tou maAtov VH
OTOV VEO.

BApa 4°: Tpé€e virsh create /etc/libvirt/qemu/{guestname}.xml

BApa 5: Ekkivnoe tnv pnxavr Kavovikd Kat KAve restore ta teAeutaio Sedopéva eav
Xpelaletal (LEoa oo TNV pnxavn).

Nepintwon 2: Enavadopd tov /dev/VMvgRemote o GAAo VH

BApa 1°: EnavacUvSeon tou iscsci storage og GAov
BApa 2°: SUvSeon tou véou VH e To storage pe:
iscsiadm -m discovery -t sendtargets -p 10.16.254.x
iscsiadm -m node -T ign.x -p 10.16.254.x —login

BApa 3°: Tpé€e: vgimport VMvg<> * kat BeBalwoou pe to
Ilvscan OtL To €xel Sl kKavovikd **

BAuna 4°: Avtéypae to /etc/libvirt/gemu/{guestname}.xml amno restore tou maAtov VH
otov véo Kat ato /etc/libvirt/gemu/{guestname}.xml

BApa 5°: AtbpBbwoe ta Siktua av xpetdletat amnd to virt-manager *** npiv £ekvioeLg ThV
unxavn

BApa 5: Ekkivnoe tnv pnxavr Kavovikad Kat KAve restore ta teAeutaio Sedopéva eav
Xpelaletal (LEoa oo TNV pnxavn).

*BeBalwoou OtL atn pnxavr gv umapyel To (6lo ovopa tou Volume Group mpLv to Import

**MBavov va eival inactive ta logical volumes | katl to volume group kal va TpEMeL va yivouv
active pe vgchange -ay VMvg<> kalt lvchange —ay <lvname>
***Eqv yla omolodnmote Adyo Sev Eekva o virt-manager YeTA Th cUVSEON e TO storage Tote Tpefte:
dbus-uuidgen > /var/lib/dbus/machine-id
Kot Sokipaote Eova.
I EEEEEEEEEEE———

Eav yia ortotodnmote Aoyo Sev umopei va entteuyPei ouvdeon tou storage ue aAdov VH, tote

da akoAloundouv ta ibta Bhiuata onwc mo navw otnv lepintwon 1: Emavagopd amo to

/dev/VVMvglocal oe adAdo VH ue emava@opd twv images aro to backup.
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Tevapio 2: ISCSI Storage Failure

3TO 0£VAPLO QUTO HeAetatal n PAGBN oTnv KeVTPLK UTTOSOUN TOU iscsi storage Kol Ta frpata mou
TPEMEL VoL akoAouBnBoUv o€ KABe TeplmTwaon yLo TNV AVAKAUYPN TWV ELKOVLKWVY UNXAVWY TIOU lxav

TO storage oTnNV KEVIPLKA UTIOSOUN TIoU e AvVLIOE TO TPOBANLUA.
]
ZNUELWVETAL OTL O0TNV TEPIMTWON auTH OV UEAETATOL TO EVOEXOUEVO EMAVAPOPAC TWV
unnpeotlwy storage, k90Tt apopd aAAnv unnpeoia kAl MPEMEL va ava@EPeTal oto DRP tn¢
unnpeoiac autng. MeAetatal ouw¢ w¢ oevdapto n mdavotnta mpoBAnuatoc n oAlknc
KQTaoTpo@nc evoc ek’ Twv umodouwy storage Kol n EMQVOEOPA TwV UNMTNPECIWY Twv VH o€

aAAn vrtoboun storage.

Znec:
/dev/VMvgRemote/: Remote storage disk, iscsi storage infrastructure

BApatoa eravadopdc:

BApa 1°: YUpdwva pe o kebdailo «Kaboplopdg xpdvou avakopng Kat avtiotoixion AELToupyLwv
yla tpotepatonoinon avakaupne» mou avadepBnke Mo mAvw evtomniovial ol LNXOVEG TTOU TIPETEL
VaL EMOVEKKLVOOUV EVTOG TNG NUEPAG. MalgeUovTal oL AVAYKEG yla storage Kol TTPOTEPALOTIOLOUVTAL.
BApa 2°: KaBoplopdg Tou Xwpou yia enavadopd twv pnxovwyv. H emavadopd umnopsi va yivel eite
otov 1610 VH aAAd oe aAlo device (amod @AAo iscsi storage) eite eav dev umtdpxel Slabéoio storage
oto péyebog mou xpetaletal o GAAoug VHs.

Nepintwon 1: Enavadopa ctov iSto VH

BApa 1°: vgrename VMvgRemote VMvgRemoteOLD

BrApna 2°: AkohouBnos Ti¢ odnyisg yia “Connect to a storage” amno
https://wiki.cs.ucy.ac.cy/index.php/OTY Internal:Virtual Host Configuration#Connect to r
emote iscsi_storage

BAua 3°: AnuoUpynoe ta Logical Volumes yio kGBe pnxovr pe: Ivcreate -L <size>GB -n
<name> VMvgRemote

BApa 4°: Kdve restore to image TN unXavig Ue:

dd if=/vm-backup/<host>/vm_backup.gz | gzip -c -d | dd of=/dev/ VMvg<>/destination_Iv
BApa 5°: Ekkivnoe Tnv unxavr Kavovikd kat kdve restore ta teheutaia data av xpeLdletal
(Héoa amo TNV unxavn)



https://wiki.cs.ucy.ac.cy/index.php/OTY_Internal:Virtual_Host_Configuration#Connect_to_remote_iscsi_storage
https://wiki.cs.ucy.ac.cy/index.php/OTY_Internal:Virtual_Host_Configuration#Connect_to_remote_iscsi_storage

Nepintwon 2: Enavadopd o dAlov VH

BApna 1°: AnuoUpynoe to Logical Volumes yia kdBe pnxavic otov véo VH pe: Ivcreate -L

<size>GB -n <name> VMvgRemote

BApa 2°: Kdve restore to image NG UNXOVAG UE :
dd if=/vm-backup/<host>/vm_backup.gz | gzip -c -d | dd of=/dev/VMvg<>/destination_Iv
BApa 3°: Avtiypdyte to /etc/libvirt/gemu/{guestname}.xml amo tov naiid VH otov véo.

BApna 4°: Tpéfte virsh create /etc/libvirt/gemu/{guestname}.xml

Bripa 5% Ekkivnoe TNV pnxavr Kovovikd kat KAve restore ta teAeutaia SeSopéva v

Xpelaletal (LEoa Ao TNV Knxavn).

ZnUElwVeTaL OtL o€ mepintwon mou to ISCSI storage failure avapépete oe BAaBn tou

ovotniuato¢c NetApp, tote, Sebouévou OtL TO /vm-backup mou TEePLEXEL TA TEAEuTaia

avTiypa@a Twv images TwV ELKOVIKWV Unxovwv Ba mpeneL va avaktndel amd to backup ue

ETUITAEOV XPOVO avakaung Twv ELKOVIKWY UNXOVWV.

AvaOewpnon kat guvtipnon tov Disaster

Recovery Plan

MpoTtelvetal n TAKTKN eMikalpornoinon tou DRP og etola Baon, kabBwg

KOlL EKTAKTWE HETA amd KABe alAayn TTou UIMopPEL va EMNPeEACEL TNV

QTMOTEAECUATIKOTNTA TOU. EKTOGC TG avaBewpnong KaL cuvtripnong Tou

Tou Kplvovtal emiBeBANUEVEC TTPOTELVETAL VA TOKTA XPOVIKA

SlaotApata detypatoAnmtikog éheyxog tou DRP kal emavadopd

HNXavVWV Tuxaio ylo EAeyxo Twv oevapLwy Kotaotpodnc Kal tnv

anoteAeopatikotnta tou DRP yla emavadopd.

IoToplko avaBewprcewV

| THINK WE MAY NEED To
UPBATE oUR DISASTER RECOVERY PLAN,
THIS oNE SUGGESTS WE ALL RuN
AROUND IN CIRCLES SHouTING

WHAT bo WE boz!l! WWHAT bo wWE bozll’

‘Ek6oon 1" 13 NospBpiov 2013
‘EkSoon 2" 04 Antpthiou 2016
‘EkSoon 2.1" 14 Amphiou 2016
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