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The Industry Standard in IT Infrastructure Monitoring

Purpose

This document describes how to configure your ESXi server to send syslog messages to the Nagios Log Server.

Target Audience

This document is intended for use by VMware Administrators who would like to send their ESXi syslog messages to Nagios Log Server
for storage and analysis.

Overview Global Configuration
These steps will walk you through: Manage logstash config options that will be added to all instances. N
Keep in mind the flow of the log data through the filters when creating
*  Add syslog port 1514 to Nagios Log Server
+  Configure ESXi to send syslogs to Nagios Log Server ™ Verify | [ Apply || K View ~
. Inputs # Addinput v
Add Syslog Port 1514 to Nagios Log Server
Login to your Nagios Log Server Syslog (Default) # + @@

*  Click Administration at the top right
* Inthe left pane click Global Configuration
*  You will see the Inputs section

* Next to Syslog (Default) click the copy icon Syslog (ESX) &
» This creates a duplicate

+  Change the name to Syslog (ESXi) S"'Sliﬁpi o> *syslog’
*  Change the port to 1514 port => 1514

*  Click the Save button underneath ]
*  Click the Apply button above
»  Wait for the Apply Configuration to finish

Open Firewall Ports on Nagios Log Server Save
Now establish an SSH session to your Nagios Syslog Server

* Type iptables -l INPUT -p tcp --destination-port 1514 -j ACCEPT and press Enter
* Type iptables -l INPUT -p udp --destination-port 1514 -j ACCEPT and press Enter
* Type service iptables save and press Enter

This completes the steps required on the Nagios Log Server.

Windows Event Log (Default) # + W
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Configure ESXi - PageRetire ~ Default size oflogs befureraatlun,m KiE. Reset to default on zero. i
:3‘:'nirmer Min: 0 Max: 10240
Now we need to configure ESXi to send syslogs to this server: || .. scratcnconnig _
. Scsi Syslog.global.logDir ||:| Jscratchflog
. Open the vSphere Cllent to the ESXl server (Can be :::'::En Datastore path of directoryto outputlogs to. Resetto default on null. Baample: .
done through vCenter) E- Syslag
. . . lobal
+  Select the ESXi host in the inventory pane s ﬁ,ggm Syslog.global.JogDirUnique -
*  Click the Configuration tab on the right User - - . .
. Under Software Click Advanced settings UserVars Placelogs in aunigue subdirectory of logdir, based on hostname.
- VBLOB £
» Expand Syslog and click global ~ VFLASH
- WMFS =
. ange slog.global.logHost to: yslog.global.logHos tcp://192. 168,207, 148: 15
Ch Syslog.global.logHost t e Sysog.gobal.ogtost
o tcp://192168207.148:1514 B :?::mﬂ The remote host to output logs to. Reset to default on null. Multiple hosts are s...
o Where 192.168.207.148 is the IP Address of the ||  yomoton 4 L
Nagios Log Server = =

o Clle OK oK I Cancel Help

*  Under Software click Security Profile
*  For Firewall click Properties

) . Remote Access
° Flnd sySIog and TICK the box By default, remote dients are prevented from accessing services on this host, and local dients are prevented from
. Click OK accessing services on remote hosts,
Select a check box to provide access to a service or dient. Daemons will start automatically when their ports are
opened and stop when all of their ports are dosed, or as configured.
This completes the steps required on the ESXi server.
| Label ‘ Incoming Ports | Outgoing Ports | Protocols | Daemon =«
HER 3103144046 TCP Nf&
rdt 2233 2233 TCP Nf&
Fault Tolerance 8100,8200,8300 80,8100,8200,8300 TCRUDP  NfA
[ syslog 514,1514 UDP,TCP  NjA
[/] VMware vCenterhgen 902 upp Stopped —
O xep 500 500 upp NfA E|
D WMserial portconnected overnet...  23,1024-65535 0-65535 TCP NfA N
O httpClient 80,443 TCP N/fA
ipfam 5999 5999 upp NA
m DRIC Clinnd c2 =] LInn Ten LYFE)
< | m ]

Check Nagios Log Server
Now we need to confirm that Nagios Log Server is receiving data from the ESXi server.

Login to your Nagios Log Server _
| Naglos LOg Server Search a day ago to a few seconds ago ~ F54 # 2]
*  Click Dashboard on the menu bar |
+ Inthe Query field type the IP '
Address of your ESXi hostand |~ @™%= a*

press Enter

*  You will now see the results appear - -

o
v
i}
a3
o

ALL EVENTS e & 4+ =
| | Fields@
0 to 50 of 250 available for paging -
I Al (28) / Current (20}
Tupe to filte @timestamp w host type message Actions
2014-10-02713:45:07.152-05:00 192.168.207.132 syslog <166>Section for VMware ESX, Q -

lecalhostlocaldomain hostd-probe
id=252377, version=5.5.0, build=1623387,
option=Release

2014-10-02713:45:02.154-05:00 192.168.207.132 syslog cpu0:50088)World: 14296: VC oplD Q -
hostd-e13a maps to vmkernel oplD
94515e66
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Finishing Up

If you have any questions about querying or analyzing your log data on Nagios Log Server, contact our support team via our online
forum at:

http://support.nagios.com/forum
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