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General

Details

Domain cs.ucy.ac.cy

Owner CS-UCY-AC-CY\Domain Admins

Created 1/15/2002 8:17:30 AM

Modified 12/19/2005 1:29:08 PM

User Revisions 97 (AD), 97 (sysvol)

Computer Revisions 68 (AD), 68 (sysvol)

Unique ID {0FE727C0-3A0B-4FB3-A412-48949C91098E}

GPO Status Enabled

Links

Location Enforced Link Status Path

cslab No Enabled cs.ucy.ac.cy/cslab

This list only includes links in the domain of the GPO.

Security Filtering

The settings in this GPO can only apply to the following groups, users, and computers:

Name

NT AUTHORITY\Authenticated Users

WMI Filtering

WMI Filter Name None

Description Not applicable

Delegation

These groups and users have the specified permission for this GPO

Name Allowed Permissions Inherited

CS-UCY-AC-CY\Domain Admins Edit settings, delete, modify security No

CS-UCY-AC-CY\Enterprise Admins Edit settings, delete, modify security No
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NT AUTHORITY\Authenticated Users Read (from Security Filtering) No

NT AUTHORITY\ENTERPRISE DOMAIN CONTROLLERS Read No

NT AUTHORITY\SYSTEM Edit settings, delete, modify security No

Computer Configuration (Enabled)

Windows Settings

Security Settings

Local Policies/Security Options

Network Access

Policy Setting

Network access: Allow anonymous SID/Name translation Disabled

Network access: Do not allow anonymous enumeration of SAM accounts Enabled

Network access: Do not allow anonymous enumeration of SAM accounts and shares Enabled

Network access: Let Everyone permissions apply to anonymous users Disabled

Public Key Policies/Autoenrollment Settings

Policy Setting

Enroll certificates automatically Enabled

Renew expired certificates, update pending certificates, and remove revoked certificates Disabled

Update certificates that use certificate templates Disabled

Public Key Policies/Encrypting File System

Properties

Policy Setting

Allow users to encrypt files using Encrypting File System (EFS) Enabled

Public Key Policies/Trusted Root Certification Authorities

Properties

Policy Setting

Allow users to select new root certification authorities (CAs) to trust Enabled

Client computers can trust the following certificate stores Third-Party Root Certification Authorities and Enterprise Root 

Certification Authorities
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To perform certificate-based authentication of users and computers, 

CAs must meet the following criteria

Registered in Active Directory only

Software Restriction Policies

Enforcement

Policy Setting

Apply software restriction policies to All software files except libraries (such as DLLs)

Apply software restriction policies to the following users All users

Designated File Types

File Extension File Type

ADE ADE File

ADP ADP File

BAS BAS File

BAT Windows Batch File

CHM Compiled HTML Help file

CMD Windows Command Script

COM Application

CPL Control Panel extension

CRT Security Certificate

EXE Application

HLP Help File

HTA HTML Application

INF Setup Information

INS Internet Communication Settings

ISP Internet Communication Settings

LNK Shortcut

MDB MDB File

MDE MDE File

MSC Microsoft Common Console Document

MSI Windows Installer Package

MSP Windows Installer Patch

MST MST File

OCX ActiveX Control

PCD PCD File

PIF Shortcut to Program

REG Registration Entries

SCR Screen Saver

SHS Scrap object

URL Internet Shortcut

VB VB File

WSC Windows Script Component

Trusted Publishers
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Allow the following users to select trusted publishers End users

Before trusting a publisher, check the following to determine if the certificate is revoked None

Software Restriction Policies/Security Levels

Policy Setting

Default Security Level Unrestricted

Software Restriction Policies/Additional Rules

Path Rules

%HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\Windows NT\CurrentVersion\SystemRoot%

Security Level Disallowed

Description

Date last modified 12/19/2005 1:28:44 PM

%HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\Windows NT\CurrentVersion\SystemRoot%\*.exe

Security Level Disallowed

Description

Date last modified 12/19/2005 1:28:57 PM

%HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\Windows NT\CurrentVersion\SystemRoot%\System32\*.exe

Security Level Disallowed

Description

Date last modified 12/19/2005 1:29:03 PM

%HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\Windows\CurrentVersion\ProgramFilesDir%

Security Level Disallowed

Description

Date last modified 12/19/2005 1:29:09 PM

Administrative Templates

Network/DNS Client

Policy Setting

Dynamic Update Enabled

Primary DNS Suffix Enabled

Enter a primary DNS suffix: cs.ucy.ac.cy

Network/Network Connections/Windows Firewall/Domain Profile
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Policy Setting

Windows Firewall: Protect all network connections Disabled

Network/Network Connections/Windows Firewall/Standard Profile

Policy Setting

Windows Firewall: Protect all network connections Disabled

System/Logon

Policy Setting

Always wait for the network at computer startup and logon Enabled

Don't display the Getting Started welcome screen at logon Enabled

System/Scripts

Policy Setting

Run logon scripts synchronously Enabled

System/User Profiles

Policy Setting

Do not check for user ownership of Roaming Profile Folders Enabled

Maximum retries to unload and update user profile Enabled

Max retries: 90

Policy Setting

Slow network connection timeout for user profiles Enabled

Connection speed (Kbps): 2200

Time (milliseconds) 500

Policy Setting

Wait for remote user profile Enabled

Windows Components/Internet Explorer/Internet Control Panel/Advanced Page

Policy Setting

Empty Temporary Internet Files folder when browser is closed Enabled

Windows Components/Internet Explorer/Internet Control Panel/Security Page/Internet Zone
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Policy Setting

Use Pop-up Blocker Enabled

Use Pop-up Blocker Enable

Windows Components/Internet Information Services

Policy Setting

Prevent IIS installation Enabled

Windows Components/Task Scheduler

Policy Setting

Prohibit New Task Creation Enabled

Windows Components/Windows Installer

Policy Setting

Disable Windows Installer Enabled

Disable Windows Installer Always

Windows Components/Windows Messenger

Policy Setting

Do not allow Windows Messenger to be run Enabled

Do not automatically start Windows Messenger initially Enabled

User Configuration (Enabled)

Windows Settings

Security Settings

Public Key Policies/Autoenrollment Settings

Policy Setting

Enroll certificates automatically Enabled

Renew expired certificates, update pending certificates, and remove revoked certificates Disabled

Update certificates that use certificate templates Disabled

Administrative Templates
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Control Panel

Policy Setting

Force classic Control Panel Style Enabled

Show only specified Control Panel applets Enabled

List of allowed Control Panel applets

access.cpl

desk.cpl

Fonts

inetcpl.cpl

intl.cpl

main.cpl

main.cpl

mmsys.cpl

plugincpl13117.cpl

powercfg.cpl

wscui.cpl

To create a list of allowed Control Panel applets, click Show,

then Add, and enter the Control Panel file name (ends with .cpl)

or the name displayed under that item in the Control Panel.

(e.g., desk.cpl, powercfg.cpl, Printers)

Control Panel/Add or Remove Programs

Policy Setting

Hide Change or Remove Programs page Enabled

Remove Add or Remove Programs Enabled

Desktop

Policy Setting

Do not add shares of recently opened documents to My Network Places Enabled

Hide My Network Places icon on desktop Enabled

Remove Properties from the My Computer context menu Enabled

Network/Network Connections

Policy Setting

Ability to Enable/Disable a LAN connection Disabled
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Prohibit access to properties of a LAN connection Enabled

Prohibit access to properties of components of a LAN connection Enabled

Prohibit access to properties of components of a remote access connection Enabled

Prohibit access to the Advanced Settings item on the Advanced menu Enabled

Prohibit access to the New Connection Wizard Enabled

Prohibit TCP/IP advanced configuration Enabled

Start Menu and Taskbar

Policy Setting

Add Logoff to the Start Menu Enabled

Remove My Network Places icon from Start Menu Enabled

Remove Network Connections from Start Menu Enabled

System

Policy Setting

Don't display the Getting Started welcome screen at logon Enabled

Prevent access to registry editing tools Enabled

Disable regedit from running silently? Yes

System/Ctrl+Alt+Del Options

Policy Setting

Remove Lock Computer Enabled

System/User Profiles

Policy Setting

Exclude directories in roaming profile Enabled

Prevent the following directories from roaming with the profile: Cookies:Cache

You can enter multiple directory names, semi-colon separated,

all relative to the root of the user's profile

Policy Setting

Limit profile size Enabled
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Custom Message You have exceeded your profile storage space. Before you can log off, you 

need to move some items from your profile to network or local storage.

Max Profile size (KB) 30000

Include registry in file list Disabled

Notify user when profile storage space is exceeded. Enabled

Remind user every X minutes: 30

Windows Components/Internet Explorer/Internet Control Panel/Advanced Page

Policy Setting

Empty Temporary Internet Files folder when browser is closed Enabled

Windows Components/Microsoft Management Console

Policy Setting

Restrict the user from entering author mode Enabled

Restrict users to the explicitly permitted list of snap-ins Enabled

Windows Components/Microsoft Management Console/Restricted/Permitted snap-ins

Policy Setting

Computer Management Disabled

Device Manager Disabled

Event Viewer Disabled

Internet Information Services Disabled

Remote Desktops Disabled

Services Disabled

Shared Folders Disabled

Windows Components/Microsoft Management Console/Restricted/Permitted snap-ins/Extension snap-ins

Policy Setting

Device Manager Disabled

Event Viewer Disabled

IP Routing Disabled

Remote Access Disabled

Windows Components/Task Scheduler
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Policy Setting

Prohibit New Task Creation Enabled

Windows Components/Windows Explorer

Policy Setting

No "Computers Near Me" in My Network Places Enabled

No "Entire Network" in My Network Places Enabled

Remove Hardware tab Enabled

Remove Security tab Enabled

Windows Components/Windows Messenger

Policy Setting

Do not allow Windows Messenger to be run Enabled

Do not automatically start Windows Messenger initially Enabled
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